Dynamics with Inherent Stability) which is an algorithmic procedure designed to reallocate traffic within Internet Service Provider (ISP) networks. Recent work has investigated the idea of shifting traffic in time (from peak to off-peak) or in space (by using different links). This work gives a unified scheme for both time and space shifting to reduce costs. Particular attention is given to the commonly used 95th percentile pricing scheme.
INTRODUCTION
This paper considers opportunities for Internet Service Providers (ISPs) to move traffic in order to reduce transit bills. Recent research has considered how ISPs might route traffic via different links (or download from different locations) [8, 2] or (with user permission) shift traffic to different times of day [4, 3] . This paper combines the spatial shifting and the time shifting into a single framework. The contributions of the paper are threefold. Firstly, the Shapley gradient is introduced, a means to compare the costs associated with traffic flows from different sources at different times and subject to different pricing schemes (in particular the 95th percentile scheme). Secondly, a unified mathematical framework is presented for reallocating traffic across both time and space. Thirdly this reallocation strategy is shown to be stable. The strategy is tested by analysis of its responses to real user data Permission to make digital or hard copies of part or all of this work for personal or classroom use is granted without fee provided that copies are not made or distributed for profit or commercial advantage, and that copies bear this notice and the full citation on the first page. Copyrights for third-party components of this work must be honored. For all other uses, contact the owner/author(s given behavioural assumptions. An expanded version of this paper is available online [1] .
The system described is known as TARDIS (Traffic Assignment and Retiming Dynamics with Inherent Stability). Given pricing policies, traffic flows and their possible reassignments TARDIS returns a strategy for allocating those flows in time and space. The combination of shifting in space and time is done by formalising the notion of a "slot" which is a combination of a particular link (space) and a particular time.
SHAPLEY GRADIENT PRICING
The pricing problem in this work arises from the fact that the bulk of transit traffic is priced using the 95th percentile mechanism. This means that there is not a one-to-one mapping between the amount of traffic and the price charged. In its simplest form, a transit provider sets the 95th percentile rate to some fixed value e.g. r dollars per Gbps. The ISP's traffic over some time period (usually a month) is measured and split into smaller time periods (say fifteen minutes). The 5% of time periods with the most traffic are discarded and the next highest level is used (the 95th percentile level). The mean traffic rate over this time period is multiplied by r to calculate the bill. The problem with this scheme is that the traffic profile in time across links is not necessarily even. So if link 1 is charged at rate r1 and link 2 is charged at rate r2 it can make sense to move traffic from link 1 to link 2 even if r2 > r1. It can also save costs to delay traffic for several hours (from peak to off-peak).
The question remains what strategy to use to move traffic. One solution is provided in [6] which uses the game theoretic notion of the Shapley value but the procedure is computationally intensive and does not answer the main question which is important for this work "What would the increase in cost be moving a unit of traffic into this slot?"
The pricing problem is solved by introducing the notion of the Shapley gradient for a slot. This is the derivative of the Shapley value for the slot with respect to the amount of traffic moved into the slot. It can be thought of as the predicted rate of increase in cost caused by adding traffic to that slot. It can be shown that for this problem, unlike the Shapley value, the Shapley gradient need only be calculated for a single user greatly reducing the computational cost. The full proof of this is found in [1] section 3.
TARDIS AS A DYNAMICAL SYSTEM
Having assigned a price pi to each slot i, it is still necessary to create a mechanism to assign traffic to slots especially as not ev-ery piece of traffic can be assigned to every slot. (In fact the usual assumption is that most traffic cannot be reassigned at all, some traffic can be reassigned only spatially and some only temporally). The problem is solved by creating a dynamical system based on refining splitting rates for each possible choice of slots. A continuous time approximation of the system is shown to be stable with a proof inspired by the work of Smith [5] . Full details of the proof are given in [1] section 4 and only a sketch is presented here.
The aim is to bring the system to a user equilibrium of the type defined in road traffic analysis as a Wardrop equilibrium of the first type [7] . In the current case the definition of Wardrop equilibrium becomes: if any traffic is using slot j then that slot is the lowest priced slot that the traffic can choose (this may be a single slot or a number of slots with equal cost).
Define a choice set C as a set of slots to which a particular flow could be assigned (depending on details of which links and times it can be assigned to). If C consists of more than one slot traffic can be reassigned. Note C will always contain at least the slot that the traffic was originally assigned (the option to not move the traffic). Let sij be the proportion of traffic which could be assigned to exactly those slots within choice set Ci which should be assigned to slot j. The TARDIS system then works with these "splitting rates" so when flow arrives which can choose in slot Ci then that flow can be assigned probabilistically according to these proportions (obviously while keeping individual TCP flows on the same path to avoid out-of-order problems). The key insight required is how to move splitting rates as a result of calculated slot prices. The TARDIS system moves splitting rates from a higher priced slot and into a lower priced slot at a rate proportional to how much traffic is already on the higher slot and proportional to the difference in price between them. Using a proof inspired by the methods in [5] it can be shown (given certain natural assumptions) that this adjustment procedure converges to a unique, Lyapunov stable Wardrop equilibrium, or, to put it more simply, all traffic will be assigned to lowest cost paths.
DATA DRIVEN MODELLING
The TARDIS system is tested on two real traffic data sets, one from an EU based ISP and one from a Japanese academic network. Because pricing information and the proportion of traffic which could be swapped in time and space is not known various scenarios are tried. In particular the proportion of traffic which can swap in time is varied from 0% to 20% and the proportion of traffic which can swap in space is varied from 0% to 60%. Full details of the assumptions behind the analysis are given in [1] sections 5 and 6. Figure 1 shows the base case modelling results for the EU data. The figure should be interpreted as follows: The main figure is the mean proportion of saving in cost over the case where no traffic moves (averaged over fifty simulated days). The error bars are two standard deviations either side (an approximate 95% confidence interval for normal data) within those simulated days. The number in brackets represents the maximum possible saving if all shifted traffic shifts to a slot where its cost is zero. As can be seen the system is achieving a considerable proportion of the maximum possible saving. The results for the Japanese data are very similar and can be seen in [1] section 6.
CONCLUSIONS
This paper introduced TARDIS (Traffic Assignment and Retiming Dynamics with Inherent Stability) an algorithm for determining how to reassign traffic in time and space to reduce ISP transit costs. A method was given to assign a cost to a given link at a Figure 1 : Base case model for EU data.
given time of day according to any of a number of widely used pricing schemes. This time of day cost was used as an input to a reassignment scheme for traffic. By modelling the scheme as a dynamical system it was shown that a continuous approximation to the scheme was provably stable and it moved traffic assignment to an equilibrium. The scheme was tested in a realistic context by analysis of real life data sets. This analysis tested several different assumptions about pricing levels and about proportions of traffic space and time shifting. In the majority of cases a large financial saving was found to be possible. Time shifting alone appears to create a considerable saving in most situations. Space shifting creates a saving in all situations except those where all links are equally priced and traffic is split equally across all links.
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